International Journal of Trend in Scientific Research and Development (IJTSRD) 

Volume 3 Issue 6, October 2019 Available Online: www.iitsrd.com e-ISSN: 2456 - 6470 

» ♦ 

Smart Security System (IOT) 

Arun Kumar. N 1 , Sathiyabama. T 2 

X MCA Student, 2 Head of the Department, 

^Department of Computer Applications (PG), 

12 Dr. SNS Rajalakshmi College of Arts and Science, Coimbatore, Tamil Nadu, India 


ABSTRACT 


Smart home system is very popular in current days that give many kind of 
application that make all simple and easy to control. In modern day, home 
machines are using wireless equipment and can be retrieved by internet that 
will make populations life easier and organized. It-based Home 
Computerization System is designed to assist the people with physical 
debilities and elderly to provide support as well as to control the electrical 
usages and monitor the room infection using mobile application. The design is 
using surrounded controller board and the home appliances are physically 
associated to output ports of this board via relays. The Home Automation is a 
wireless home computerization system that is supposed to be executed in 
existing home environments, without any variations in the infrastructure. 
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INTRODUCTION 

This is the concept of fundamentally connecting any device 
with an on and off adjustment to the Internet. This contains 
all from cell phones, coffee makers, washing machines, 
headphones, lamps, wearable devices and sensors and 
actuators to the internet wherever to devices are logically 
related Organized to enable new forms of statement among 
people and themselves almost anything else You. The review 
Gartner says that by 2020 there will be over 26 billion to 64 
billion associated device. The It is a huge network of 
connected of "things", which is connected with people- 
people, people-things, and things-things. Important 
advancement of It over the last combine of years has 
produced a new aspect to the world of material and 
Statement technologies. 

Home automation Techniques 

Smart security mechanization is very popular due to its 
many benefits in capable area, these techniques will controls 
all the automated devices which will reduce the human 
envelopment to get reduce. It will provide various 
assistances such as greater safety, comfort, and security, a 
more rational use of energy and other resources thus 
underwriting to a important savings. This research 
application domain is very important and it will implement 
in future as it 

Offers very powerful means for secondary and helping 
special needs of the mature and people with incapacities for 
monitoring and control of home appliances. There are a 
number of factors that needs to be measured when designing 
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a smart home organization [7] .The system is very responsive 
with the affected increase in smart phone users, smart 
phones have regularly turned into all-purpose movable 
devices where the people can provide for their daily use. In 
this paper, a low cost wireless measured smart security 
system for controlling and checking the security 
environment is accessible. 

Entrenched micro-web server with real IP connectivity is 
used for retrieving and controlling of employments and 
other devices at all from an Android based app, which can be 
used from any Android sustained device. The Raspberry pi is 
used for the micro web server thus eliminating the use of PC 
and the system requires user confirmation in order to access 
home automation system in smart home. Voice activation for 
exchanging applications may also incorporate to aid users 
especially for the elderly and the disabled persons. 

Smart homes require erudition control in its different 
gadgets which are principally electronic appliances .This has 
changed the area of home automation with respect to a rapid 
bigger level of affordability and simplicity through the 
integration of home utilizations with smart phone and tablet 
connectivity. Smart phones are already feature-perfect and 
can be made to connect or interact with the other 
approaches in an ad hoc network which has the connectivity 
options like Bluetooth and wifi. With the advent of mobile 
phones, Mobile claims development has seen a major 
outburst. 
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Objectives of HAS (Home Automation Systems) 

1. Controlling Home Appliances via Application: 

To develop an application that includes the structures of 
alterations mode application. Switch Mode can be used to 
control the switches of home appliances. 

2. Real Time Video Streaming from Web Camera: 

To receives the quality video for the camera to the android 
application. Internal block diagram of Wireless Temperature 
sensor. 

3. Secure Connection Channels between Application 
and Raspberry pi: 

Use of secure protocols over Wi-Fi so that other strategies 
cannot control the home applications. There are some 
Options for acquiring the connection in SSL over TCP, SSH. 

4. Controlled by any device capable of Wi-Fi (Android, 
IOS, PC): 

To make the home appliances plastic in control, any device 
can be capable of using Wi-Fi based connectivity which will 
control the home utilizations from remote location. 

5. Extensible platform for future enhancement: 

The application is to be highly extensible, with possibility of 
adding landscapes in the future as required. 

Machine Learning 

Machine learning is a sub field of computer science, a type of 
Artificial Intelligence,(AI), that provides machines with the 
ability to learn without explicit programming. Machine 
learning developed from pattern respect and Computational 
Learning Theory. There, some important concepts of 
machine learning are conversed as well as, the often applied 
machine learning procedures for smart data analysis. A 
learning algorithm takes a set of samples as an participation 
named a training set. In general, there exist three main 
classes of learning: managed, un365supervised, and support 
[54, 55, 56]. In an informal sense, in managed Learning. 



Applications where the target label is a finite number of 
discrete categories are known as classification tasks. Cases 
where the target label is composed of one or more 
continuous variables are known as regression. Defining the 
objective of unsupervised learning is difficult. One of the 
major objectives is to identify the sensible clusters of similar 
samples within the input data, known as clustering. 
Moreover, the objective may be the discovery of a380 useful 
internal representation for the input data by preprocessing 
the original input variable in order to transfer it into a new 
variable space. This preprocessing stage can significantly 
improve the result of the subsequent machine learning 
algorithm and is named feature extraction. 

LITERATURE REVIEW 

Design and Implementation of Security for Smart Home 
based on GSM technology was discussed by Govindaet al. 
(2014) that offers two methods to instrument home security 
using It [1]. One is using web cameras such that every time 
there is any motion recognized by the camera, it sounds an 
alarm and sends a mail to the holder. This method of 
identifying interruption is quite good, although somewhat 
expensive due to the cost of the cameras elaborate in the 
process. The cameras need to be of good excellence which 
means it should have a wide choice and the picture worth 
should be high sufficient to detect association. Also if you go 
for portable cameras such as dome cameras they will cost 
even more than the fixed ones. Allowing the users whose 
fingerprint are approved by the possessor of the house. This 
system can also be used to display who all have used the 
sensor to extended entry into the house. The system is joined 
with a few more home defense features such as gas leak and 
fire accidents. Although a good system, fingerprint sensors 
are luxurious and complex (as they need increased sensor 
resolution) to mix into an It setup. 

WORKING PRINCIPLE 

There are numerous methods to switch home tenders such 
as IOT based home mechanization over the mist ,home 
robotics under Wi-Fi through android apps from any 
smartphone, Arduino based home automation, home 
automation by android application based remote control, 
home mechanization using digital control, RF based home 
automation system and touch screen based home 
automation. Wireless home automation using IOT is an 
advanced presentation of internet of things established to 
control home appliances at all over the cloud. Wi-Fi 
(Wireless Fidelity) is a wireless interacting technology used 
for swapping the material between two or more plans 
without using cables or wires. 

MATERIALS AND METHODS 

Numerous hardware resources are essential to have a home 
robotics system. Some of the important modules are 
registered below to have and impression about the planned 
system. 

Components required 

> ESP-12 Wi-Fi Module 

> LM1117-3.3V 

> Sugar Cube Relay - Qty.4 

> Resistors 10K, 1K,4.7K 

> Capacitor lOOOuF, lOuF, 104 (O.luF) 

> PBT-2 Connectors Qty. 5 

> ULN2003 
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> Arduino Board 

> Arduino IDE 

> 12V Power Supply 

Arduino Uno 

Arduino is an exposed source, PC equipment and software 
design organization, endeavor, and client group that plans 
and yield microcontroller packs for manufacture 
programmed devices and intelligent article that can notice 
and control queries in the real world. The initiation of the 
Arduino spread began at the Interface Design Institute in 
Ivrea, Italy. The tackle reference plans are assumed under a 
Inspired Commons Ascription Share. 



ESP8266 (Wi-Fi_ Module) 

The ESP8266 is a comfort Wi-Fi chip with occupied TCP/IP 
heap and MCU (Micro Controller Unit) ability shaped by 
Chinese. These are the principal procedure of elements made 
with the ESP8266 by the stranger creator AI-Thinker and 
endure the most normally available. They are large alluded 
to as "ESP-xx modules". To figure a practical development 
framework they need extra parts, mostly a serial TTL-to-USB 
connector and an external control source. The ESP8266 is 
publicized. 



Jump wires 

A breadboard is applied to build and test journeys 
expeditiously afore concluding any track design. The 
breadboard has many spaces into which route workings like 
ICs and regulators can be associated. The spaces are usually 
spaced 0.1 "apart to put up typical DIP technology. A typical 
breadboard that contains top and bottom power dispersal 
rails is shown lower figure 4. Jump wires are generally used 
to found connectivity with bread panel as shown. 



WORKING MODEL 

Before we start linking the hardware, we consume to get the 
ESP8266 set up by broken the latest version of the firmware 
accessible for the segment. This is because the chip comes 
with an elder version of the AT facility firmware pre¬ 
installed out of the box which cannot connect with the Blink 
libraries competently and will give an error with our code. 
To flash the newest firmware, transfer the ESP8266 flasher 
tool and the latest firmware from the internet which would 
be in the bin setup and set up the ESP8266 to the Arduino 
Uno as defined below. 

CONCLUSION 

The sensors located on the door notifies the home owner as 
soon as the door is unlocked by sending a Push 
announcement. The user will get this notice irrespective of 
whether the phone is locked or unlocked or even if any other 
app is unlocked at the instant. This was the main detached of 
the project, which is the user sensations safe and not worry 
about any interruption or break-ins when he is away from 
home. This setup can also be used in profitable offices where 
some areas are limited for certain workers, such a system 
will directly inform the manager of any illegal personnel 
trying to access such an area. Them he extensible and 
applicable of such a system is only limited only by the image. 
As a result, we were able to get the notice on our smart 
phones as soon as there was any alteration in the status of 
the reed component sensor. Also the further ability to 
control the alarm at all is very helpful and can be very useful 
in some unexpected conditions the developed system can 
also be used to in manufacturing and commercial 
submissions such as offices, warehouses and other areas. 
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